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ROS AGREEMENT 
INDIVIDUAL SECURITY PLAN 

 
ROS Agreement No.: __________________________________________ 
 
 
Individual’s Name: ____________________________________________  
     
 
Type of Clearance Required:   Q     L     No Clearance      
 
Type of Badge Received:    No Badge Required   

  LANL Generic Uncleared US Visitor   
      LANL Generic Uncleared US Visitor Escort Required  
       LANL Uncleared Site-specific   
      LANL Uncleared / Cleared Foreign National  
      Uncleared DOE    
      DOE L 
        DOE Q 
SECTION I 
 
In the performance of the above referenced ROS Agreement and in order to comply with security 
requirements for on-site workers outlined in DOE O 470.4B, Safeguards and Security Program, 
LANS, LLC and the ROS worker agree to the following Individual Security Plan:  
 

1. ROS worker shall comply with all security requirements outlined in this Individual 
Security Plan in addition to any other security requirements briefed by their LANL 
host.   

  
2. All non-U.S. citizen foreign national ROS workers are required to have approval to 

work on-site from the LANL Foreign Visits and Assignments office PRIOR to their 
arrival at the Laboratory. They are required to present a valid passport and visa 
documentation before a badge will be fabricated and issued.  

 
3. All non-U.S citizen foreign national ROS workers are required to have approval to 

work off-site with LANL information or data from the LANL Foreign Visits and 
Assignments office PRIOR to beginning work; unless all LANL information or data 
required to perform the work activity is non-sensitive and will be published in open 
literature intended for public release.  

 
4. All required training shall be completed and documented prior to any work 

beginning. Either a record of all completed equivalent training shall be attached to 
this ISP; or the required and completed training shall be documented below.  
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Course Title Frequency 
General Security  

 General Employee Training (GET) - On site 10 or more days Once 
 LANL Emergency Procedures and Protective Actions - All 12 months 
 Annual Security Refresher (ASR) - L & Q-cleared Workers 12 months 
 Comprehensive Security Briefing - L & Q-cleared Workers Once 
 Export Control Fundamentals – Based on SOW 12 months 
 Substance Abuse Awareness - All Once 
 Last Angry Words (Workplace Violence) - All Once 

Classified Matter Protection And Control  
 Classified Matter Protection - Classified Matter Users Once 
 CMPC User Refresher - Classified Matter Users 24 months 

Cyber Information Security  
 Initial Information Security Briefing  -  All Computer Users Once 
 Annual Information Security Refresher – All Computer users 12 months 
 Classified Computer Security - Classified Computer Users Once 

Human Reliability Program  
 HRP Training for HRP Workers  12 months 

Protecting Classified & Sensitive Information  
 Protecting UCNI - Users of Unclassified Controlled Nuclear 

Information (UCNI) 
Once 

Physical Security  
 Escort Responsibilities - Escorts & Vault or Vault Type Room 

Users, Custodians 
12 months 

 The Outsider - For Vault or Vault Type Room Users (AIS Escorts) Once 
 Vault or Vault Type Room User - Vault or Closed Area Users 12 months 

Site-Specific Training  
   
   

 
 

5. Any ROS worker who will obtain a standard badge (non-Visitor or non-Generic) such 
as a DOE Q, DOE L, DOE Uncleared, Uncleared Site-specific LANL, or 
Cleared/Uncleared Foreign National badge from the LANL Badge Office shall 
successfully pass a drug test no more than 60 days before requesting and obtaining a 
standard badge; or provide documentation of active participation in a DOE-approved 
drug program.  

 
6. Any badge provided by the LANL Badge Office under the above Agreement is 

strictly for use in the performance of the work outlined in this subcontract and the 
badge shall not be utilized for any other work or activities.  

 

http://www.hr.lanl.gov/TIOCourses/TIOSession.asp?CourseSession=14250731
http://www.hr.lanl.gov/TIOCourses/TIOSession.asp?CourseSession=212080001
http://www.hr.lanl.gov/TIOCourses/TIOAha.asp?CourseNumber=42095
http://www.hr.lanl.gov/TIOCourses/TIOSession.asp?CourseSession=93690904
http://www.hr.lanl.gov/TIOCourses/TIOSession.asp?CourseSession=178460001
http://www.hr.lanl.gov/TIOCourses/TIOSession.asp?CourseSession=229250001
http://www.hr.lanl.gov/TIOCourses/TIOSession.asp?CourseSession=183660001
http://www.hr.lanl.gov/TIOCourses/TIOSession.asp?CourseSession=148470003
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7. When the ROS Agreement is terminated, any associated security clearance obtained 
through LANL will also be terminated.  

 
By signature below, the responsible LANL line manager (RLM) and the ROS worker 
acknowledge that all the security requirements contained herein have been briefed, read and 
agreed upon. A copy of this ISP shall be provided to the ROS worker.  
 
 
Approved by LANL Manager (RLM) 
 
 
___________________________ _______________________  _________________ 
 Printed Name    Signature   Date  
 
 
Accepted by ROS Worker 
 
 
___________________________ _______________________  _________________ 
 Printed Name    Signature   Date  
 
 
 
SECTION II 
 
In the following pages, additional security requirements that shall be complied with while 
working for Los Alamos National Laboratory are outlined.  
 
ROS worker’s signature on this Individual Security Plan acknowledges consent to comply with 
these requirements, in addition to any facility-specific security requirements the LANL host may 
present. 
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